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Linux ve Siber Guvenlik:
Mimari, Riskler ve Savunma

~
SYSTEM STATUS: SECURE

KERNEL INTEGRITY: OK
THREAT LEVEL: LOW
NETWORK: ENCRYPTED

i

Isletim Sistemi Temellerinden Kernel Exploit’lere Derinlemesine Bir Bakis

> § sudo iptables -L
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> § grep

> % grep -r 'CVE"

—

=
SIBER RISKLER & SAVUNMA =

— & | A\ | RISK TYPES

P ICVEL #

— (Malware

— Kernel Exploits
== Buffer Overfiows

“—— Privilege Escalation)

2 DEFENSE
— & @ MECHANISMS
~—— (SELinux/AppArmor
— Secure Boot
~— ASLR/DEP
— Karnel Hardening
“— Auditing)

& NotebookLM



int main() {

if (process_id > 0) { Lﬁ\

et | seiheler: Ag
L Kaynak Felsefesi

decrypt_data(buffer);
}

}
- Guvenlik ve Seffaflik: Kodun

denetlenebilirligl esastir.

- Tarihgce: 1991, Linus Torvalds

o—— /J Initian 0
while (dat3 ve GNU araclari.
data_aval ;
, SRS ' . - Dominasyon: Sunucularin ve
L glvenlik araclarinin %90'1.

int main() {
if (process_id > 0) {

- Topluluk Gucu: Hizli yama
\ (patch) ve CVE takibi.

char xbuffer = malloc(1024):

(data available) {
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Kali Linux Parrot Security OS
Saldir & Test Savunma & Analiz
Penetrasyon Testleri (Pentest) o Adli Bilisim (Forensics)
Offensive Security » Giz1lilik Odakl1

600+ Hazir Arag » Hafif Mimari
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Harita: Dosya Sistemi Hiyerarsisi (FHS)

Linux'ta her sey bir dosyadir.

Temel Admin Kullanici Donanim Kutuphaneler
Komutlar Komutlari Verileri Dosyalari
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Kritik Bolgeler: Hedef ve Risk Noktalari

Sinir Merkezi:
Konfigurasyon ve
Kalicilik Hedefi

Copluk:
Zararl Yazihm
Calistirma Alani

L
el

Olay Yeri: Olay Yeri: Saldin
Izleri ve Kanitlar
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Kapi Bekgileri: Dosya Izinleri

Dosya Tipi I Owner Group \ Others
(Dizin) (Sahip) r (Grup) (Digerleri)

drwxxr-xr--

(Dizin) ' Math Equation

r (Read)
w (Write)
x (Execute)

Total

~ = N BN



Gizli Tehlikeler: Ozel Izinler

| SUID (SetuID) | | sticky Bit |

Dosya, ¢alistiranin degil, sahibinin (Root) Genellikle /tmp dizininde. Sadece
yetkisiyle calisir. Yanhs dosya sahibi silme islemi yapabilir.
yapilandirma = Privilege Escalation.
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Kalp: Linux Cekirdegi (Kernel)

'3 @ .

Kernel seviyesindeki
zafiyet, tum guvenlik

katmanlarini asar.
L S

Hardware

(Donanim)
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Kernel Exploit: Dirty COW (CVE-2016-5195)

Original Process

Read-Only .
Memory ==
E: 3 $_ > #

Siradan kullanici -> Root yetkisi

JetBrains Mono

Attack Process (COW)

JetBrains Mono
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Nabiz: Proses Yonetimi

-~

eee
top - 1B:27:29 up 3.snop, 1 stad, 1load srorpage: 0.00, 0.97
TCpu(s): 5.0 ms, 4 som sy, 0.8 3.8 id, 0.0 mu, 8.0, 0.0 si, 0.0 st
KIB Nem : 1389.7 total, 3.0 sred, 272.4 used, 3384% buff/cache
KIB Swap: 8.2 total, 0 free, 0 used, 472.% avall Hom
PID USER CPU% MEM?% TIME+ COMMAND
1 systemd 0.0 0.0 0:00.00 systemd
2 root 0.0 0.0 0:00.00 kthreadd[]
5 root 0.0 0.0 0:00.00 sshd/
11 root 0.0 0.0 0:00.00 systemdneads[1]
98 root 0.0 0.0 0:00.00 sshd/
1337 www-data 0.0 0.0 0:00.00 /bin/bash
1336 root 0.7 1.0 0:00.00 /bin/bash
1336 root 0.7 1.0 0:00.00 /bin/bash
1 root 0.0 0.0 0:00.00 sthdvrdhockerd
758 root 0.0 1.0 0:00.00 /src/osug=81
338 root 0.0 0.0 0:00.00 kthreadddd
1232 root 0.0 0.0 0:00.00 /bin/bash
1236 root 0.0 1.0 0:00.00 systemdgdl

- Kimlik: PID & PPID

- Anomali: Web sunucusu
shell (kabuk) baslatti.

- Komutlar: ps aux, top, Kill
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Surlar: OSI Modeli ve Saldiri Katmanlari

-3 SQL Injection, Phishing

JetBrains Mono

- ——3 ARP Spoofing
g
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Radar: Ag Kesfi ve Dinleme

e Active Recon (Nmap): Kim
orada? Port taramasi ve
versiyon tespiti.

8 Passive Recon (Tecpdump):
Ne konusuyorlar? Ag trafiqi
ve paket analizi.
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Izler: Log Analizi ve Olay Miidahalesi

FAILED PASSWORD for root
COMMAND=/usr/bin/sudo
Hedef: /var/log/auth.log

Arac: grep 'Failed' /var/log/auth.log |,
5 0 R S—

U1 Ui FrallLEll vdl'/ D41l

g FAILED PASSWORD for root
COMMAND=/usr/bin/sudo .y
0
d
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Buyuk Resim: Savunma Dongusu

Sikilastirma
@ (Harden)

Miidahale Siber Izleme
(Respond) Savunma (Monitor)

Tespit
(Detect)

Guvenlik bir urun degil, bir surectir.
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